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MOBIl^E COMMUNICATION CONTROL SYSTEM, MOBII^ COMMUNICATION 
CONTROI. METHOD, ROUTER, SERVER AND DATA STRUCTURE 

5 CROSS REFERENCE TO PEIATED APPI-ICATION 

This application is based upon ancl claims ttie benefir of 
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P2002-276iy6 . filed on September 20 , 2002; the entire conrenrs 
of which are incorpo£-ated herein oy reference. 
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BACKGROXnTD OF THE INVENTION 

1 . Field of nhe Invenrion 

The present invention relates to a mobile communicat:ion 
15 control system, a mobile conununicat ion control method, a router, 
a server and a data structure. 

2. Description of the Related Art 

In a conventional IP (Internet Protocol) network, a 
20 '^Mobile IP" technique for controlling a mobility of a mobility 
node (a mobile terminal) , by transferring an IP packet destined 
for the mobility node to a home agent managing location 
information of the mobility node, and by encapsulating for 
transfer the IP packet destined for the mobility node from the 
25 home agent to the mobility node is proposed 

In the Mobile IP technique, the mobility node notifies 
a care of address used in a foreign network to tne home agent, 
when the mobility node moves from a homo network to the foreign 
network. The home agent nolds a relationship between the care 
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of address and a home address assigned to the home agent fixedly 
as Oinding cache information. 

A correspondent node to the mobility node transmits rhe 
IP packet desrined for the mobility node, using the home address 
5 fixedly assigned to the mobility node . The IP packet mclading 
the home address as a destination address is transferred to the 
home agent in the home network of the mobility node The home 
agent encapsulates for transfer the IP packer transmitted from 
the correspondent: node, using the care of address which xs a 

10 current IP address of tne mobility node. 

In the Mobile IP technique, the communication route via 
the home agent is called a "triangle route" , To realize a "route 
optimization" for transferring the IP packet from the 
correspondent node to the mobility node direcrly without 

15 passing through the home agent, the mobility node can notify 
the care of address to the correspondent node and the 
correspondent node can transfer the IP packet to the mobility 
node directly using the care of address. 

However, there is a problem in that downward 

20 conununication from the correspondent node 1:0 the mobility node 
is performed through a route including the home agent in the 
home network of the mobility node, so that the communication 
route becomes redundant (a triangle route) in the conventional 
Mobile IP technique, 

25 There is a location privacy problem in that the 

correspondent node receives the care of address including the 
current location information of the mobility node when a system 
whereby the mobility node notifies the care of address to the 
correspondent node directly is used, that is, when a system for 
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performing roate oprimiaa-cion is used, so that the cnrrenr 
locarion information is revealed to the correspondent node in 
the conventional Mobile IP cechniQue. 

There Is a problem in that the care of address is used 
5 as a source address of the IP packet transmitted from the 
mobility node in upward communication from the mobility node 
to the correspondent node, the current location information of 
the mobility node is revealed to the correspondent node even 
when route optimization is not performed in the conventional 
10 Mobile IP technique. 

There is a problem in that the home agent encapsulates 
the IP packet, so that an overhead of the IP packet increases 
in the conventional Mobile IP technique. 

There is a problem in that an extended header is used when 
15 the IP packet is encapsulated in upward communication or 

downward communication using route optimization, so that an 
overhead of the IP packet increases in the conventional Mobile 
IP technique. 

There is a problem in that the IP address of the home agent 
20 managing the current location information of the mobility node 
is notified to the mobility node in advance and the mobiJity 
node performs a location registration to the home agent in the 
home network directly, so that the IP address of the home agent 
managing and controlling the mobility of the mobility node can 
25 Joe revealed to an outsider and the home agent is vulnerable to 
unauthorized attacks in the conventional Mobile IP technique. 
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BRXEF SX3MMAK2 OF THE INVENTION 

In viewing of the foregoing, it is an object of the present 
invention to provide a mobile conunanica tion conrrol system, a 
mol:>ile comnRinication control method, a roater, a server and data 
5 structure which can prevent the communication route from 
becoming redundant and the current location information of the 
mobility node (the mobile terminal) and the TP address of the 
home agent from beino revealed. 

A first aspect of the present invention is summarized as 
10 a mobile communication control system comprising a server and 
a plurality of routers . 

The server comprises an address manager configured to 
manage a first address of a destination mobile terminal 
associated with a second address of the destination mobile 
15 terminal; and an instructor configured to instruct a source 
router connected to a source moDile terminal via a radio circuit 
to store the first address of the destination mobile terminal 
associated with tne second address of the destination mobile 
terminal . 

20 The source router comprises a first addi.ess memory 

configured to store the first address of the destination mobile 
Terminal associated with the second address of the destination 
mobile terminal, in accordance with tne instruction fxom the 
server; an address conv^^rter configured to convert th*? fiasc 

25 address of the destination mobile terminal which is included 
in a packet received from the source mobile terminal as a 
destination address, to the second address of the destination 
mobile terminal which is associa-ced with the first addxesjs of 
the destination mobile terminal in the first address memory; 
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and a routing processor configured ro route the received pacXet 
to a destination router connected to the dea tin&rion mobile 
terminal via a radio circuit, in accordance with the conv/erted 
destination address . 
5 The destination router comprises a second address memory 

configured to store the first address of the destination mobile 
terminal associated with the second address of the destination 
mobile terminal; an address converter configured to convert the 
second address of the destination mobile terminal which is 

10 included in the zreceived paCJcet as a destination address, to 
the first address of the destination mobile terminal which is 
associated with the second address of the destinatxon mobile 
terminal in the second address memory; and a packet transferring 
processor configured to transfer the received packet to the 

15 destination mobile terminal, in accordance with the converted 
Oestination address . 

In the first aspect, the destination router can comprise 
a selection notifier configured CO select the second address 
of the destination mobile terminal which is associated with the 

20 f it*st address of the destination mobile terminal in the second 
memory, and to nouify the selected second address of the 
destination mobile terminal to the server, when the destination 
mobile terminal moves into a predetermined area, or when the 
destination mobile terjiiinal changes to an active state; and the 

25 address manager of the server can manage Che notifica second 
address of the destination mobile terminal associated with the 
first address of the destination mobile terminal. 

In the first aspect, the source router can comprise an 
inquixer configured to inquire as to the second address o£ the 
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destination mobile terminal of the server,-, when Che fir. st 
adcJress momory does not store the seccnct address of the 
destination mobile temixnal associated with the first address 
of the destination mobile terminal which is incladed in the 
5 packet received from the source mobile terminal as a destination 
address; and the instructor of the server can Instruct the 
source router to store the first address of the destination 
mobile tcxniinal associated with the second address of the 
destination mobile terminal, in accordance with the inquiry 

10 from the source router. 

In the first, aspect, the address manager of tne server 
can update the first address of the destination mobile terminal 
and the second address of the destination mobile terminal which 
are associated with each other, in accordance with a movement 

15 of the destination mobile terminal or t.he change of state of 
the destination mobile terminal. 

In the first aspect, the instructor of the server can 
instruct the router which is not in a route of the packet from 
the source mobile terminal to the destination mobile terminal, 

20 X.O delete the managed first address of the destination mobile 
terminal and rhe managed second address of the destination 
mobile terminal . 

In the first aspect, the address converter of the source 
router or the destination router can distinguish the first 

25 address of the destination mobile terminal from the second 
address of the destination mobile terminal, in accord?.nce with 
at least one decision bit in the packet 

In the first aspect, the address converter of the soui-'ce 
router can convert a first address of the source mobile terminal 
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which is inclacled in a packet received from th.e source mot>i.le 
terminal as a scarce address, ro a second address of rJie source 
motjile rerminal which is associated with the first addre^>s cf 
tJie source moDiie terminal; and the addrC3d converteL- of rhe 
5 destination router can convert the second address of tne source 
mobile terminal which is included in rhe received packet as a 
source address, to the first address of the source mobile 
terminal which is c'.ssociated with the second address of the 
source mobile terminal. 

1^ A second aspect of the present invention is sunutiarized 

as a mobile communication control method comprising the steps 
of: A) transmitting a packet including a first address of a 
destination mobile terminal as a destination address, in a 
source mobile terminal; B) instructing a source router 

15 connected to the source mobile terminal vaa a radio circuit to 
store the first address of Che destination mobile terminal 
associ&ted with a second address of the destination mobile 
terminal, in a server; C) storing tHe first address of the 
destination mobile terminal associated with the second address 

20 of the destination mobile terminal, in accordance with the 
instruction from the sex-ver, in the source router; D) converting 
the first address of the destination mobile terminal which is 
included in the packet received from the source mobile terminal 
as a destinacion address, to tne second address of che 

25 destination mobile terminal wnich is associated with the first 
address of the destination mobile terminal, in the source 
touter; £) routing the received packet to a destination router 
connected to the destination mobile terminal via a radio circuit , 
in accordance with the converted destination address, in the 



8 



source roater ; F) coAv/erring the second adacess of r^e 
destinarion mobile terminal which is included in the received 
packet as a d'^^stination oidclress, to the firsi: address of the 
destination mobile terminal wnich 1:5 ^issociareci with the second 
Address of the destination mobile terminal, in the- destination 
router; and G) transferring the received pacKe-c ro the 
Cestination mobile terminal, in accordance with the converted 
aestination address. 

A th:j-r(i aspect of the present invention is summarized as 
a server used in a mobile communication network for transferring 
a packer from a source mobile terminal to a destination mobile 
terminal via a plurality of routers . 

The server comprises an address manager configured to 
manage a first address of the destination mobile terminal 
associated wirh a second address of the destination mobile 
terminal; and an instructor configured to instruct a source 
router connected to the source mobile terminal via a radio 
circuit to store the first address of the destination mobile 
terminal associated with the secono address of the destination 
mobile terminal . 

In the third aspect, the address manager can update the 
first address of the destination mobile terminal and the second 
address of the destination mobiJe rermlnal which are associated 
with each other, in accordance with a movement of the 
destination mobile terminal or the change of state of the 
destination mobile terminal. 

In the third aspect . the ms tractor can instruct the 
router which is net in a route of the packet from tre source 
mobile terminal to the destination mobile terminal, to delete 



rhe mana.ged first address of the destination tnobile terminal 
and the managed second address of the destination mobile 
terminal . 

A fourth aspect of the present invention is sommariz^d 
as a router connected to a source mobile terniinal. The router 
comprises an inquirer configured to inquire as to a second 
address of a destination mobile terminal of a seiver, when a 
first address memory does noc store the second address of the 
destination molDile terminal associated with a first address of 
the destination mobile terminal which is included in a packet 
received from the source mobile terminal as a destination 
address; the first address memory configured to srore the first 
address of the destination mobile terminal associated with the 
second address of the destination mobile terminal, in 
accordance with an instruction from the server; an address 
converter configured to convert the first address of rhe 
destination mobile terminal which is included in the packet 
received from the source mobile terminal as a destination 
address, to the second address of the destination mobile 
terminal which is associated with the first address of the 
destination mobile terminal in the first address memory; and 
a routing processor configured to route the received packet to 
a destination roatei.- connected to the destination mobile 
terminal via a radio circuit, in accordance with the converted 
destination address . 

In the fourth aspect, the address converter can 
distinguish the first address of the destination mobile 
terminal from rne second address of the de^jtination mobile 
■cerminal, an accordance with at least one decision bit in the 
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packer 

In the fourth aspect., the address converter can convert 
a first add^-ess of the source moJDile rerniinal which is included 
in rhe packet received from the source inolDile rermlnal as a 
source address, to a second address of the destination mobile 
terminal which is associated with the first addxess of the 
destination mobile terminal. 

A fifth aspect of cne present invention is summarizod as 
a router connected to a des uination mobile terminal . The router 
comprises a selection notifier configuceci to select a second 
address of the destination mobile terminal wnich is associated 
with a first address of the destination mobile terminal in a 
second memory, and to notify the selected second address of the 
destination mobile terminal to a server, when the destination 
mobile terminal moves iiito a predetermined area, or when the 
destination mobile terminal has changed Co an active state; the 
second address memory configured to store the first address of 
the destination mobile terminal associated with the second 
address of the destination mobile terminal; an address 
converter configured to convert the second address of the 
destination mobile terminal which is incJ uded in a received 
packet as a destination address, to the first address of the 
destination mobile terminal which is associated with the second 
address Of rhe destination mobile terminal in the second address 
memory; and a packet transferring processor configured to 
transiiar the received packet to the destination mobile terminal , 
in accordance with the converted destination address. 

In the fifth aspect, the address converter can 
distinguish the first address of the destination mobile 
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terminal from the second address of the destination mobile 
terminal, in accordance with at least one decision bit in the 
packet . 

In tne fifth aspect, tho address converter can convert 
5 a second address of the source mobile terminal which is included 
in a received packet as a source address, to a first address 
OL the source mobile terminal which is associated with the 
:^econd address of the destination mobile terminal 

A sixth aspect of the present invention as summarized as 

10 a data structure of a packet for transfer from a source mobile 
terminal to a destination mobile terminal via a plurality of 
routers. The most significant bit of an IPv6 address in the 
packet functions as a decision bit for distinguishing a first 
address of the destination mobile terminal from the second 

15 address of the destination mobile terminal, when a source router 
connected to the source mobile terminal via a radio circuit 
converts the first address of the destination mobile terminal 
which is included in the packet received f rom the source mobile 
terminal as a destination address, to the second address of the 

20 destination mobile terminal which is associated with the first 
address of the destination mobile terminal, ana routes the 
received packet to a destination router connected to the 
descination mobile terminal via a radio circuit, in accordance 
with the converted aestination address. and when the 

25 a«*s.tination router converts the second address of the 
destination mobile terminal which is included in the received 
packet as a destination address, to the first address of the 
de^stination mobile terminal which is aSdOCiated with the second 
address of the destination mobile terminal, and transfers the 
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received pacKet to rhe destination mobile Lerminai, in 
accorclanco with the converted destination address 

A sevenrh aspect of the present invention is suitimarized 
cS a data structure of a packet for transfer from a source mobile 
5 terminal to a destination mobile terminal via a plurality of 
roatei-s. Any bit in the range of the 33rd bit to 64th bit of 
an IPv6 address m Che pacKet functions as a decision bit for 
distinguishing a first address of the destination mobile 
terminal from the second address of the desrination mobile 

10 terminal, when a source router coimected to the source mobile 
terminal via a radio circuit converts the firsr address of the 
destination mobile terminal which is included 3-n the packet 
received from the source mobile terminal as a destination 
addreiss, to the second address of the destination mobile 

15 rerminal which is associated with the first address of the 
destination mobile terminal, and routes the received packet to 
a destination router connected to the destination mobile 
terminal via a radio circuit, in accordance with the converted 
destination address, and when the destination router converts 

20 rhe second address of the destination mobile terminal which is 
included in the received packet as a destination address, to 
the first address of the destination mobile terminal which is 
associated with the second address of the destination mobile 
terminal, and transfers the received packet to the destination 

ii5 mobile terminal, in accordance with tne converted destination 
address . 



13 

BRISF DESCRIPTION OF THE SfiVERAI. VIEWS OF THE DRAWINGS 

FIG- 1 is cliagrdim showing the entire configuration of 
G mobile communication control system according to one 
emlDOCiiment of the present invention. 
S FIG. 2 i3 3 fanctional t)lock diagram of a mobile? terminal, 

in the mobile communication control system according ro the 
embodiment . 

FIG. 3 is a functional blocX diagram of a location 
information management server in the mobile conununication 
10 control system according to the embodiment- 

FIG. 4 is a fanctional block diagram of a. router in the 
mobile communication control system according to the 
embodiment . 

FIG- 5A is diagram illustrating a format of an IP packet 
15 used in the mobile communication control system according to 
the embodiment . 

FIG. 5B is diagram lllastr<iring a format of an IP packet 
used xn the mobile communication control syscem according to 
the embodiment, 

20 FIG. 5C IS diagram illustrating a format of an IP packet 

used in the mobile communication control system according to 
the embodiment. 

FIG. 6 is a sequence diagram illustrating the operation 
of the mobile comirtunicat ion control system according to the 

25 embodiment. 

DETAILED DESCRIPTION OF THE INVENTION 
<A configuration of a mobile coiruiiunication control :system 
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according ro an embodiment of the present invent:ion> 

Referring to FIG, 1 to FIG. 5, a conf igucation of a mobile 

cominanication control system according to an eni^odiinent of ttie 

present invention will be de&cribed. 
5 As shown in FIG 1, the moDile conimunication control 

system a comprises location information management servers A 

and B, a plurality of access routers ARl to AR4, a plurality 

of anchor routers ANCl and ANC 2, and a plurality of border 

routers BRl and BR2 . 
10 FIG 1 shows a mobile packet coiiimanication network 

consist 3.ng of a domain A and a domain B. The domain A and the 

domain B can be operated by the same telecommunication carrier 

or different telecommunication carriers. 

The border router BRl and BR2 connect the domain A to the 
15 domain B. Each of the domains A and B consists of a plural icy 

of routers. 

In the embodiment, tne anchor routers ANCl and ANC2 
comprise a function of an address conversion, and the accesjs 
routers ARl to AR4 comprise a function of a first-hop point for 
20 mobile terminals. 

Routers other than the access routers AR. the border 
router BR and the anchor routers ANC for performing normal IP 
routing can be connected in tne domain A and the domain B. 

A configuration whereby the access routex"S AP.i to AR4 
25 terminate an access point AP terminating a plurality of radio 
interfaces, oc a configuration whereby the access routers ARl 
to AR4 support a plurality of radio interfaces by themselves 
can be adopted. 

FIG. 1 shows "location areas LA#1 and LA#2" in which the 
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moJDile rerminals 1 and 2 perform a iocsrion registration ro zhe 
mobile p&cKet conununicd tion network, and "routing i-.reas RA#1 
to RA#<i" wnicn Is a minimam unit per wnich an IP packer can be 
routed, as access networks The local area is managed by one 
or more access roater(s) AR. and the routing area is managed 
an access router AR. 

In FIG. 1. the mobile terminal la m an acti>^e state moves 
from the routing area RA#1 to the routing area RA#2 in the 
location area LA#2 . The mobile terminal lb in a dormani: srate 
moves from the routing area RA#4 in the location area LA#1 to 
the routing area RA#1 in the location area LA#2 . The mobile 
terminal 2 in an active state exist^i in the routing area fU^#3 . 

The mobile terminal in the acrive state can always 
transmit and receive IP packets. The mobile terminal in the 
dormant state does not transmit IP packers unless the mobile 
terminal moves between the location areas i-A, even though the 
mobile terminal receives IP packecs, in order to Suppress power 
consumprion . 

Referring to FIG, 2, rhe configuration of the mobile 
terminals la, lb and 2 according ro the embodiment will be 
described. Basically, because rhe configuration of the mobile 
terminal la is the same as the conf igurarions of the mobile 
terminals lb and 2, the configuration of the mobile terminal 
la will be described in the fol.lcving. 

As shown in FIG 2. tne mobile terminal la is configured 
with a coniinLinicaring interface 10, a location registerin';! unir 
11, a notif icarion information receiving unit 12, a state change 
notifying unit 13 and a communication unit 14. 

Tne communicate nij inter fiice iO is configured ro transmit 
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and receive IP packets ro/from rhe access router AR2 for 
managincf rhe routing irea RA in which T:he mobile terminal la 
exists vxa a raciio connecCion. 

The locarion registering unit 11 is configured to 
5 register locarion infoxniation of the mobile terminal la to the 
location information management server B connecced to the 
domain B in which the moJDile terminal la exists via ttie access 
router to which the mobile terminal la is connected. 

The location registering unit 11 transmits location 
10 registering packets to the location information management 
i>erver B via the access router AR2 , when the mobile terminal 
la moves and exists in tne other location area LA. 

In FIG. 1, the mobile terminal lb in the dormant state 
transmits the location registering packets to the access router* 
15 ARl when the mobile terminal lb moves beyond the location area 
LA (for example, from the location area LA#1 co the location 
acea LA#2) . 

The mobile terminal la in the active state does not 
transmit the location registering packets, when the mobile 

20 terminal la moves within the location area LA (for e:<cimple, from 
the routing area RA#1 to the routing area RA#2) . 

The notification information receiving unit 12 is 
configurerd to receive notification information such as paging 
information transmitted from the access louter AR2 

25 The state change notifying unit 13 is configured to notify 

a change of state relating the active state and a chan^j^e of state 
relating the dormant state to the access router AR2 . The state 
change notifying unit 13 notifies at least two types of changes 
of state (the active state and the dormant state) . 
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For example, the srare change notifyinQ unit 13 notifies 
Lhe access router AR2 tnat the mot>ile teiminal la has changed 
to the active state, when the state Of mobile terminal la has 
chani^ecl from the dormant state to the active state Oy specified 
5 triggers such as a start of an application and a reception of 
paging information transmitted from the access router AR2 . 

The comiTianication unit 14 is configured to create IP 
packets, for transmission to a destination mobile terminal 2 
via the i":oaimunication interface 11. 
10 Tne communication unit Ial creates IP packets including 

an IP host address (a first address) of the destination mobile 
terminal 2 as a destination address, and an IP host address (a 
first address) of a source mobile terminal la as a source 
address . 

15 The IP host address (the first address) does not change 

according to a current location or a movement of a mobile 
terminal. In other words, the IP host address identifies a 
mobile terminal uniquely and globally. 

On the other hand, an IP routing address which will be 

20 discussed later changes according to a current location or a 
movement of a mobile? terminal. In other words, IP packets can 
be xourea in the mobile pacKet communication network optimally 
using the IP routing addros-s. 

A format (a data structure) of an IP packet includes a 

25 decision bit for distinguishinsJ the IP host address (the first 
address) from the IP routing c».ddres6 (the second address) in 
routers such as the access routers AR. the border routers BR 
and the anchor routers ANC . A6 a result, the conventional home 
address of the fixed terminal or the Mobile IP terminal can be 
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handled as tfie IP rouring address. 

Referring to FIG. 3, trie conf igararaon of rhe location 
informarion manoigejnenr server A, B will be described. 
Basically, because -L^.e configuration of tne location 
5 ir-f ormarion man<AQemeni: server A is the same as the 
configurations of the location information management serx^er 
B, the configuration of the location information management 
server B will be described in the following. 

As Shown in FIG. 3, the location information management 
10 server B is configured with a location information managing uni C. 
21, an IP routing address managing unit 2?, a mobile terminal 
state managing unit 23 and a router controlling unit 24. 

The location information managing unit 21 is configured 
to manage information showing each location area in which each 
15 of a plurality OS mobile terminals (for, example, the mobile 
terminal la) wnose home network is rhe domain B exists at this 
time. The location information management server B is 
connected to the domain B. 

For example, the location information managing unit 21 
20 stores a table fov associating a mobile terminal ID (la) with 
a local area ID (LA#2) in which the mobile terminal exists at 
this time, in accordance with the location registering packets 
transmitted from the mobile terminal la vi?. the access router 
AR2 as shown in FIG. 3. 
25 The IP routing acdress managing unit 22 is configured to 

metnage IP routing address information for associating an IP host 
address (a first address) of a destination mobile terminal witn 
an IP routing address (a second address) oC the destination 
mobi ] e termina 1 . 
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For example, tne IP routing address managing unit. 22 
stoces tne IP host address #A associated with tne IP routing 
i;dclress #X0, and stores the IP host address #B associated wirn 
the IP routing address #X1 . 
5 The IP routing address managing unit 22 has a function 

of notifying the IP hose address or the IP routing address of 
the appropriate mobile terminal to the router such as the access 
router, tne t>order router and the anchor rOuter, in accordance 
with an inquiry from the router. 

30 For example, the IP routing adaress managing unit 22 

instruct:5 a source router AR2 connected to a source mobile 
terminal la via a radio circuit to store the IP host address 
Cthe firsc address) of the destination mobile terminal 2 
associateci with the IP routing address (the second address) of 

15 the destination mobile terminal 2. 

The IP routing address managing unit 22 has a function 
of updating the IP routing addresis information, in accordance 
with a movement of the destination moJ^ile terminal (a change 
of the location area in which the mobile -ceminal exists) or 

20 the change of state (the state transition between the active 
state and the dormant state) of the des tination mobile terminal . 

For example, the IP routing address managing unit 2 2 can 
instruct the routers such as the access routers AR. the border 
routers BR and the anchor routers ANC to delete a cache table 

25 for transmission and a cache table for reception, together with 
deleting the appropriate IP routing address information, when 
the access router notifies the location information management 
server B that the mobile terminal la hzis changed from tlie acrive 
state to the dormant state 
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The IP roating address managing unit 2 2 has a function 
of instracting the routers such as the access routers AR, the 
border coatsrs BR and the anchor routers ANC to convert the IP 
routing ;iddress, in accordance wltn the IP routing address 
5 information. 

For example, the IP routing address managing unit 22 can 
instruct the router ARX which is not in a route of the pacKec 
from the source mobile terminal la to the destination mobile 
terminal 2, to delete the managed IP host address (the managed 
10 first address) of the destination mobile terminal 2 and the 
managed IP routing address (the managed second address) of the 
destination mobile terminal 2 

The IP routing address managing unit 22 judges whether 
the IP host address (the first address) and the IP routing 
15 address (the second address) of the destination mobile terminal 
which are notified from the router (for example, the access 
router AR2) should be allowed to be used or not, and notifies 
the result of the judgment to the router. 

When the result of judgment is affirmative, the IP routing 
20 adaress managing unit 22 manages the IP host address (the first 
address) of the destina tion mobile terminal associated with the 
IP routing address (the second address) of the destination 
mobile* terminal. 

The IP routing address managing unit 22 may be configured 
to manag*=- the IP routing address inCormation of the mobile 
terminal in the active state only, and not to manage the IP 
routing address information of the mobile terminal in the 
aormant state. 

The mobile terminal state managing unit 23 is configured 
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-co manage the state (acti\/e state or dormant state) of each 
mobile terminal. For e.^ample, the mobile terminal state 
managing unit 2 3 can manage tne stace of Lhe moJoxle rcvminal 
whose IP routing address information is managed in -cJne IP 
6 routing address managing unit 22 as tine active state, and manage 
the state of the mobile terminal wAose IP routing address 
information is not managed m the IP routing address managing 
unit 22 as the dormant stare. 

The router controlling unit 24 is configured to transmit 

10 and receive packets such as control packets to/from the routers 
such as tho access routers AR, the border routers BR and the 
ancnor routers ANC within the domain B to which the location 
information management server B connects , using a predetermined 
communication protocol . 

15 For example, tne router controlling unit 24 transfers tne 

location registering packet received from the mobile terminal 
la via the access router AR2 , to the location information 
managing unit 21. 

The router controlling unit 24 transmits the instruction 

20 from the IP routing address managing unit 22. to the access 
router AR2 , 

Referring to FIG. 4, rhe configuration of the access 
roateis ARl to AR4 , the border routers BRl and BR2 and the anchor 
routers ANCl and ANC2 will be described. Basically, because 
25 the configuration of the access routers ARl to AR4 . the border 
routers BRl and 6R2 and the anchor routers ANCl and ANC2 are 
almost the same, the mainly conf igurration of the mobile terminal 
la will be described in the Collowing, and the unique 
configuration of each oC the routtcs will be described as 
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appropriate . 

As shown ia FIG. 4, rhe access lourec AR? ia configured 
wirn a mobale -cerminal inrerface 31, a location information 
manag^smeiit. server interface 32, a network interface 33, a 
5 routing table storing unit 34, a cache table for transniissz.on 
storing unit 35, a cache table for reception storino unit 36, 
an ad<irGS3 judging unit 37, a buffer 38, a routing unit 39 and 
a table updating unit 40. 

The configuration of the anchor router ANC and the border 
10 router BR is the same as the conf a.guration of the access router 
AR2 , exicepL that they do not comprise the mobile terminal 
interface 31. 

The mobile terminal interface 31 is configured to 
transmit and recei\re packets sach as IP pacjcets and location 

15 registering packets to/ from the mobile terminal la which exists 
is the routing area RA#2 managed by the access router AR2 vxa 
radio circuits. 

The mobile terminal interface 31 constitutes a selection 
notif ier configured to select the IP routing address (the second 

20 address:) of the destination mobile terminal la which is 
associated with the IP host address (the first address) of Che 
destination mobile terminal la, and to notify the selected IP 
routing address of the destination mobile terminal la to the 
location information managemenc server B via the location 

25 information management server interface 32 , when tho 
UcStintition mobile terminal la moves into a predetermined area 
(che routing area RA#2} , or when the destination moijile terminal 
la hwHS chongea to an active state. 

The mobile terminal interface 31 receives vacious control 
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packens Tiransmitrecl fcom zhe mobile terniinixi la. resolves the 
address of the location information management server B in 
accordance with the IP host address which is in the received 
connrol packers as the source address, <^nd transf-^rs the control 
5 pciCKers the location inf oriuat.ion management server B via the 
location information managemenr server interface 32. 

The mobile terminal interface 31 can interpret message 
concents of a paging packet which is received from the location 
information management server B via the location information 

10 management setver interface 32, and perform a paginsj processing 
on the mobile terminal . 

The location informacion management server interface 32 
IS configured to tiansmit and receive instructions for creating, 
changing and deleting the cache table for transmission and the 

15 cache table for reception, and control packets such as the 
paging packet to/from the location information management 
server B which is connected to the domain B to which the access 
router AR2 belongs, using the predetermined conmiunication 
protocol . 

20 For example, when the mobile terminal in the active state 

moves from the roating area RA#1 to the routing area RA#2, the 
location information management server interface 32 triggers 
a reception of the control packets transmitted from the mobile 
terminal m the mobile terminal interface 31 to assign an IP 

25 routing address to tJie ^nobile terminal, and notifies* the 
location information management server B that the IP routing 
address is cvssiyned to the mobile terminal. 

The location information management server interface 32 
notifies the table updating unit 40 that the location 
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information management server B billows tne IP routing acldress 
ro be assigned. 

When the mobile rerminal has changed from the dormant 
srdte to the active state in accordance with a trigger aach as 
5 the start of a specified application and the reception of the 
paging packet, the location Information management serxrer 
interface 32 assigns one IP routing address extracted out of 
a IP rounng adKiress pool to the mobile terminal, in accordance 
with notificarion for notifying that the mobile terminal has 
10 changed to tne active state. The notification is transmitted 
from the mobile terminal and received in the mobile terminal 
interface 31. 

The location information management server interface 32 
notifies the location information management server B tnat the 

15 IP rourlng address is assigned to the mobile terminal. The 
location information management server interface 3 2 -Lhe IP 
roaring address on a formal basis, for notifying to rhe table 
updating unit 40, when the location inf oritiation managemenc 
server B allows the IP routing address to be assigned to the 

20 mobile terminal. 

The location inforination management server interface 32 
transfers a location registering message received by the mobile 
terminal interface 31 to the location information management 
server B, in accordance witJi the IP host address of the mobile 

25 terminal as a key. Tne locstacn registering message is 
transmitted from the mobile terminal wnen the mobile terminal 
in tlie dormant scate changes the location ai.ea in which the 
mobile terminal ercists . in other words, the locatioti 
information management sewer interface 32 functions as the 
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proxy to the mobile terminal 

The network interface 33 is configured to transmit and 
receive IP packets to/from oener routers (for example* the 
anchor router ANCl) which is in the domain B to which the access 
5 router AR2 belongs . 

The routing taiDle storing unit i4 is configured to stove 
a routing taJole based on IP routing addresses. For example, 
the routing table in the access roater AR2 stores the routing 
information to route the IP packets including the IP routing 
10 address #X1 to the anchor router ANCl . 

The cache table for transmission storing unit 35 
constitutes the first address memory configured to store the 
IP host address (the first address) of the destination mobile 
terminal associated with the IP roating address (the second 
15 address) of the destination mobile terminal , in accordance with 
the instruction from the location information management server 
B. 

For example, tne cache table for transmission storing 
unit 35 srores a table associating the IP host address #B with 
20 Che IP routing address #X1 for the mobile terminal which the 
access router AR2 manages as shown in FIG. 4. 

The cache table for reception storing unit 36 constitute^ 
the second address memory configured to store the IP host 
address (the first address) of the destination mobile terminal 
25 associated wich the IP routing address (the second address) of 
the destination mobile terminal, in accordance with ttje 
instruction from the location informs Cion rrianagement server B. 

For example, the cache table for reception storing unit 
36 storeii a tftble associating the IP routing address #X0 with 
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tne IP hosr address #B for the mobile terminal which the access 
rou'Cer AR2 manages as shown in FIG. 4. 

The address judging unit 37 is configured to Judge whether 
the source address of the IP pacKet received from tlie source 
5 mobile terminal is the IP host address <the first address) or 
the IP routing address (the second address) . 

To be more specific, the address judging unit 37 judges 
whether the source address of the IP pacicet received from the 
source mobile termin^il is the IP host address (the first 
10 <jddreys) oc the IP routing address (the second address) , by 
referring to decision bits m the received IP packets . 

Referring to FIG. 5A to FIG. 5c , formats of the IP packets 
used in the embodiment will be described. In the embodiment, 
the IP host address and the IP routing address are realized by 
15 defining the decision bits in an already-existing IPv6 address 
system as shown in FIG. 5A. 

As shown in FIG. 5B, the method for establishing the 
decision bits in a format prefix (FP) part defined by 3bit3 
including the most significant bit of the XPv6 address is 
20 considered as a first method. It is defined that "001" is 
established in the FP part as a global unicast address. 

As shown in FIG 5B, for example, the method establishes 
"001 (the value defined as the global unicast address)" in the 
FP part for the IP routing address including the "home addtess 
25 HoA" and the "care of address CoA" which are used the 
already -exist ing rpv6 type of fixed terminal, the xuobilc-IP 
terminal and so on. On the other hand, Che method defines the 
decision bits by establishing "010" in tne FP part toe the TP 
host address. 
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It is defi/ied rhar "010" is established as a value in the 
FP part in the erabocliiiKJfit , bat the present invention is not 
limited to the embodiment, and other values can be established 
as the value in the FP pace. 
5 As snown in FIG. 5C , the method for estaiDlishing the 

decision bit m a bit following an "ISP ID" in the network 
prefixes is considered as a second method. Tne *'ISP IDs" are 
assigned to conununication carriers or ISPs in accordance with 
the already^existing assignment rule. 

10 As shown in FIG. 5C , for example, the method defines the 

decision bit by establishing "1" in the bit following the "ISP 
ID" for the IP routing address, and establishing "0" in the bit 
following the "ISP ID" for the IP host address. 

It IS definea that the decision i3ir is established in the 

15 oit following the "ISP ID" in the embodiment, bat the present 
invention is not limited to the embodiment, and the decision 
bit can be established in any bit in the range of the 33rd bit 
-co 64t.h bit of an IPv6 address, or in the range of -che 65th bit 
to 12 8th bit of an IPv6 address. 

20 The decision bits which can distinguish the IP host 

address from the IP routing address can be defined by using the 
f irsit and second method without developing a new address format 
in Che IP packet 

The present invention can distinguish the IP host address 

25 from the IP routing address by defining tne decision bits in 
the IPv4 addrees system as in the case of the IPv6 address system. 

When the destination address in the IP packet is judged 
as being an IP host address, the address judging unit 37 judges 
whether the IP host address is managed in the cache table for 
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transmission storing unit 35 or not. 

When the IP host addcess is 3udged as being stored in the 
cache tat)l^ for transmission scoring unit 35. the address 
judging unit 37 constitutes the address converter configured 
5 to convert che IP host address (the first address) to the IP 
routing address {th<2 second address . In chis case, the address 
juciging unit 37 transmits tne IP packet wnose destination 
address is converted, to the routine unit 39. 

On rhe ocher hand, when the IP host address is Judged as 
10 not being stored in the cache table for transmission storing 
unit 35, the address judging unit 37 buffers the IP packet in 
the J[>uffei* 38 temporally. 

In this case^ the address Judging unj.t 37 constitutes an 
inquirer configured to inquire as to the IP rearing address (the 
15 second address) of the destination mobile terminal 2 of the 
locarion information management server B (or A) , in accordonce 
With the IP host address as a destination address. 

The address fudging unit 37 converts a destination 
address of tne IP packers which are buffered in the buffer 3b 
20 from the IP host address to the IP routing address in accordance 
with a response result form the location information management 
server B (or A) , and transfers the IP packet to the routing unit 
39 

When the destination address in the IP packet is judged 
25 as being an IP routing address, the aodress judging unit 37 
transfers the IP packet to the routing unit 39 without 
converting the destination address of the IP packvt 

When tne destinarion address in the IP packet is judged 
as beinsf an IP routing address, and when the IP routinQ address 
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is stiorecl in che cache table for reception storing unit 36, the 
address judging unit 37 converts the destination address of che 
IP packet from the IP routing address to the IP host address, 
referrin9 to the cache taOle for reception storing unit 36, cind 
5 transfers the IP packet to the routing unit 39 . 

The routing unit 39 is configured to roure IP packets to 
the destination router (the access router) AR3 which is 
connected to the destination mobile terminal 2 via radio 
circuits, in accordance with the converted destination address 
10 (the IP rouring diddross or che IP host address) , referring to 
the rooting -cable sroring unit 34. 

In the embodiment, the routing unit 39 transfers the IP 
packet whose destination address is an IP routing adaress to 
the anchor router ANCl via the nerwork interface 33. 
15 The routing unit 39 consritutes a packet transferring 

processor configured to transfer the IP packet whose 
destination address is an IP host address to the mobile terminal 
la via the mobile terminal interface 31. 

The routing unit 39 performs the routing processing in 
20 accordance with predetermined routing protocol such as an OSPF , 
The table updating unit 40 is configured to update the 
routing table storing unit 34^ the cache table Cor transmission 
storing unit 35 and the cache table for reception storing unit 
36, in accordance with the instruction transmitted from the 
25 locstion information management server B via the locp.rion 
informatiun management server interface 32 

Tne table updating unit 40 adds the IP routing address 
of the mobile terminal 2 in tne cache table for transniiasion 
storing unit 35, in accordance wirh the result of the inquiry 
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"CO tne locarxoa Intormarion management server B (or A) by tihe 
address judging unit. 37. 

<.An operation of the mobile commanlcarion conrrol system 
5 according to Che eitibodiment > 

Referring to FIG. 6, the operation whereby IP packets are 
transferred from a mobile terminal la to a mobile terminal 2 
in ttie mobile communication control according to the embodiment 
wxll be described. In the embodiment, the IP host address (the 
10 first address) of the mobile terminal la is "A" , and the IP host 
address (tne fa.rst addres^s) of tne mobile terminal 2 is "B" 

Aa shown in fIG. 6, in step b'Ol. the mobile terminal la 
transmits an IP packet wnich includes tne IP host address (the 
first address) "B" of the mobile terminal 2 as a destination 
15 address, Co an access router AR2 via radio circuits. 

In step 602, the address judging unit 37 of the access 
router AR2 converts the destination address of the received IP 
packet from the IP routing address (rhe first address) "B" of 
Che mobile terminal 2 to the IP host address (the second address) 
20 "XI" of the mobile terminal 2, referring to the cache table for 
reception storing unit 36, referring to the cache table for 
transmission storing unit 35. 

In step 603, the routing unit 39 of the access rourer AR2 
transfers che address-converted IP packtt whose destination 
25 address is "XI to an anchor router ANCl, referring to the 
routing table storing unit 34 

In seep 604, the address judging unit 37 of the anchor 
tourer ANCl judges that the IP routing addresi> (the second 
address) "XI" of tho mobile terminal 2 is established in the 
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received IP packet the decisioa bits m tne received IP 
pacjcet . 

In step 605, the routing unit 39 of tne anchor router ANCl 
transrers the TP packet whose destination iiddre&s is "XI" to 
5 a border couter BRl witnout converting the destination address, 
referring to the routing rable storing unit 34. 

The IP packet which includes the IP routing address (the 
second address) "XI" of the mobile terminal 2 is transferred 
to an access router AR3 which is connected to xhe destination 
10 mobile terminal 2 via radio circuits, by repeating the step 604 
and the step 605 from the step 606 ro the step 611, 

in step 612, the address judging unit 37 of the access 
router AR3 converts the destinarion address of tne received IP 
packet from the IP routing address (the second address) "XI" 
15 of the mobile terminal 7. ro the IP ho3t address (the first 
address) "B** of the mobile terminal 2, referring to the cache 
table for transmission storing unit 35, 

In step 613, the routing unit 39 of the access router AR3 
transfers the address-converted IP packet whose desrinat-ion 
20 address xs "B" to tne mobile terminal 2 via radio circuits, 
referring to the routing table storing unit 34. 

-^Functions and effects of the mobile communication control 
system according to the embodiment> 
25 In rhe mobile conanunication concrol system according to 

tne embodiment, tne source roarer AP.2 routes IP packets ro the 
destination rou cer AR3 based on the converted IP routing address 
(Che converted second address) , and che destination router AR3 
transfers the IP packets to the destination mobile terminal 2 
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Dase^i on the converced IP host: address (the converred fir^st: 
addrebs) . so as to avoid the co*Tununicatioii route redundancy (the 
triangle route) in downward communication. 

In the mobile communication control system according to 
5 the embodiment, the destination mobile terminal 2 does not have 
to receive the care of address CoA including the current 
location information on the source mobile terminal la, so as 
to avoid the location privacy problem whereby the current 
location information LA#2 of Che source mobile terminal la is 

10 revealed to the destination mobile terminal 2. 

In the mobile communication control system according to 
the embodiment, the IP host address (the first address) xs used 
as a destination address of IP packets transmitted from the 
source mobile terminal la in upward communication, so as to 

15 prevent the current location information I.A#2 of the source 
mobile terminal la from being revealed to the destination mobile 
terminal 2 . 

In the mobile communication control :5ystem according to 
the emDodiment, the source router AR2 does not perform 

20 encapsulation of IP packers, so as to avoid an increase of the 
overheads of the IP pac)ceti5 . 

In the moDile communication control system according to 
the embodiment, the rouzec controlling unit 24 of the location 
information management server B instructs the source router AR2 

25 zo associate the IP host address (the first address) of the 
destinacion mobile t^i.minal 2 witn the IP rouring address (the 
second address) of the destination mobile terminal 2, 5.0 that 
rhe IP address of the home agenr managing the currenc location 
information LA#2 of the source mobile terminal la does not havi» 
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to foe notified ro the source moiDile rerminal la in advance, and 
rhe source mobile rerminal la does not hrive to perform a location 
registration to the home agent of che home network directly. 
As a res^ult, the possibility whereby the IP address itself of 
5 the home agent mana^jing and controlling mobility is i-evealed 
to an outsider can be avoided, and the IP address itself is 
impenetrable to uneathorized attack. 

In the mobile communication control system according to 
the embodiment, the roater controlling unit 24 of the location 

10 information m&nagement server- B instructs rhe source rourer AR2 
to associate -che IP host address (the firsc address J of che 
destination mobile terminal 2 with the IP routing address (rhe 
second adaress; of the destination mobile terminal 2, so that 
the precision for notifying the IP routing adciress (the second 

IS address) to other domains can be loose, the range of control 
of the mobile rerminal by the routers can be narrow^ and higher 
hand-over can be performed. 

<.A modif ication> 

20 Tne present invenrion is not lim^-ted to the above 

embodiment. For example, the present invention ce.n be 
configured to convert the IP routing tiddress in all routers suchi 
as the anchor router ANCl and the bolder router BRi wi-chin the 
spQCifieU domain (for example, the clomain B) . For example, the 

25 anchor router ANCl can convej-t the IP routing address from "XI" 
to "X2" , L'he border coutc- BRI can convert the IP routing address 
from "X2" to "X3" in the present invention. 

For example, the present invention can be configured to 
convert the IP rontin«j address in some of routers such as the 
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anchor router ANCl wichin the specified domain (for example, 

Che domain A) . 

In the present mvencion. the routers which convert the 

TP roviting e.dctres>s c.re different between the upward direction 
5 (the direction from the mobile terminal la to the mobile 

terminal 2) and the downward direction (the direction from the 

mobile terminal 2 to the mobile terminal 1) . 

The present invention can be applied not only in the case 

that address conversion is perform<?d for the destination 
10 address but also in the case that address conversion is 

performed for the source address. 

The present invention can provide a mobile communication 

control system which can avoid communication route redundancy. 

and px-event the current location information of the source 
15 mobile terminal and the IP address of tne location information 

management server from being revealed, and a router, a server 

and a data structure which can be used in the above mobile 

communica cion control system . 

Additional advantages and modifications will readily 
20 occur to those skilled in the art Therefore, the invention 

in its broader aspects is not limited to the specific details 

and the representative embodiment shown and describee herein. 

Accordingly, various modifications may be made without 

departing from the spirit or scope of the general inventive 
25 concept as defined by the appended claims and their equivalents 



